SAFER: Secure And Fast Encryption Routine

PHT

LOG XOR ADD ADD XOR XOR ADD ADD XOR

ADD XOR XOR ADD ADD XOR XOR ADD EXP EXP LOG LOG LOG

EXP EXP

PHT PHT PHT

PHT PHT PHT PHT

PHT PHT PHT PHT

K_1

K_2

XOR ADD ADD XOR XOR ADD ADD XOR K_{2r+1}

XOR SUB SUB XOR XOR SUB SUB XOR K_{2r+1}

IPHT IPHT IPHT IPHT

IPHT IPHT IPHT IPHT

IPHT IPHT IPHT IPHT

EXP XOR SUB SUB XOR XOR SUB SUB XOR

SUB XOR XOR SUB SUB XOR XOR SUB LOG LOG EXP EXP EXP

LOG LOG K_1

K_2 oneround

Encryption Decryption

Key Schedule

For SAFER K-64 the same key scheduling is applied but with . Recommendations: for SAFER K-64 and for SAFER K-128

SUB

PHT

IPHT k

a_2 a_1

b_2 b_1

a_2 a_1 b_1 = (2 a_1 + a_2) mod 256 b_2 = (a_1 + a_2) mod 256 a_1 = (b_1 - b_2) mod 256 a_2 = (-b_1 + 2 b_2) mod 256 x

y y = (x - k) mod 256

ADD k x

y y = (x + k) mod 256

XOR k x

y bit-by-bit XOR

EXP x

y y = 45^x in GF(257)

LOG x

y y = log_{45}(x) in GF(257) exception: EXP(128) = 0 exception: LOG(0) = 128

(modulo-2-sum)

K_2

B_{i, j} = EXP(EXP(9 i + j)) i = 2, 3, .. 2r+1 j = 1, 2, .. 8

User Selected Eight-Byte-Key Ka

Rotate Each Byte Left by 6 Bits

User Selected Eight-Byte-Key Kb

Byte-by-Byte mod 256 add Byte-by-Byte mod 256 add Byte-by-Byte mod 256 add Byte-by-Byte mod 256 add

Byte-by-Byte mod 256 add Byte-by-Byte mod 256 add

Rotate Each Byte Left by 6 Bits Rotate Each Byte Left by 6 Bits Rotate Each Byte Left by 6 Bits Rotate Each Byte Left by 6 Bits

Rotate Each Byte Right by 3 Bits

Rotate Each Byte Left by 6 Bits

B_2 B_3 B_4 B_5

B_{2r} B_{2r+1}

K_3 K_4 K_5

K_{2r} K_{2r+1}

K_1

K_a K_b= r 6= r 10=